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3. Select “Enterprise Activation”

Options - Advanced

Applications
Browser

Browser Push
Default Services
Enterprise Activation

PS5

Host Routing Table
Service Book

SIM Card

TCF

4. Enter your email address and the password provided by your administrator

After Entering in the email and password, push in your track wheel and select “Activate”. The device will
display:

e “Activating.....” for one to five minutes before displaying

o “Verifying encryption. Encryption verified. Waiting for services...”

Activation typically takes from 30 minutes to one hour depending on what services and information the device
needs to sync. You will note that the screen fills with the services being downloaded. The activation IS NOT
complete when it displays that the email address has been activated (typically within the first few minutes).
The device will display 100% Activated when the BES Enterprise Activation is complete.

5. Access your Messages, Contacts, Calendar, etc. to review that your mailbox data has been synched to the
BlackBerry device.

IMPORTANT NOTE: Email MUST be flowing to the User’s Exchange mailbox in order to complete the Enterprise
Activation as the process uses email to kick off the activation:
e The device PIN is sent to the email address entered in step 4 above via email
e This email is sent to the Exchange mailbox and replicated on the BES server. The password entered in
step 4 above must match the password entered on the BES.
e If your mailbox is full, MX Records not pointing correctly, any other reason that email is not reaching
your mailbox, the BES Enterprise Activation will fail.
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WIPING A BLACKBERRY DEVICE

It is not uncommon for companies to “swap” their BlackBerry devices between employees. Additionally, it is not
uncommon for an employee’s BlackBerry to stop communicating with the BES server. In either case, a
“security wipe” may be required prior to re-connecting the BlackBerry device to an Exchange mailbox using the

BlackBerry Enterprise Activation procedure.

NOTE: Do NOT “wipe” your device if you are not sure what you are doing as this will erase all of the data on
your BlackBerry device. If you have questions related to wiping your BlackBerry device please call our support

team.

To perform a security wipe on your BlackBerry device, do the following:

1. From your Home screen locate “Options”

2. Select “Security Options”

Options
Advanced Options
AUto On/Off
AltoText
Bluetooth
Date/Time
Language

Media Card
Mobile Metwork
Owwner
Screen/keyboard

Security Options

SM5 Text

Apptix Live Support: 866-428-0128

Email Support: clientsupport@hostaccount.com
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3. Select “General Settings”

Options - Security

General Settings

Application Permissions
Certificate Servers
Certificates

Firewyall

Key Stores

Software Tokens

TLS

WTLS

4. From the General Settings screen press in the trackwheel and select “Wipe Handheld”

General Settings

Password, Sabler
Number of Password Attempts, 10
Security Timeout: 2 Min.
Help G II: Mo
Change Option i[o} Mo
Wipe Handheld —— — JCCNS
verify Security Software Enabled
Call voice Mail Disabled
Save Strong
Switch Application res
Close

Mrime

5. It may prompt you to also clear any Third Party applications. It is up to you to decide if you would like those
wiped as well.

General Settings

Pat warning, all application
N data will be lost! :
S H Message service and N

P other services will be MO

Lot turned off. NO

Alle L]Include third party Mo

Cor applications Jled

Cor Jled
= ng
It fes

Me ssoge—oocrgr o S TS
Frfernrise Meosarnes: [l l=1

Apptix Live Support: 866-428-0128 Email Support: clientsupport@hostaccount.com
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6. Type in “blackberry” to confirm the wipe and then press in the track wheel to begin the process.

General Settings

Password: Disablec
Number of Password attempts: 10
Security Timeout; 2 Min,

po— g g —— L N U fo i ———— ] NO

Lo Enter "blackberry" to Mo

alc confirm handheld wipe. Mo

coll led

Content Protecton; Lrsanled
Strength; Strong
Include Address Boolk: Yes

Message Background Colours
Frfernrice Meocanes: [ [l gT=1

7. The wiping process can take up to 5 minutes and the device will reboot during the process. Once it has
completed and the device has fully booted you will be presented with the Set-Up Wizard. Obtain an
Enterprise Activation password from your Admin, and then follow the BlackBerry Enterprise Activation
procedures to re-connect the device to the BES server.

Apptix Live Support: 866-428-0128 Email Support: clientsupport@hostaccount.com





